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Abstract—In this paper, we propose a novel method of modular
multiplication which embeds the modular reduction in the
evaluation and interpolation parts of the Karatsuba-like mul-
tiplication. Before, the modular reduction can only be performed
independently between multiplication. However, applying our
method, the interpolation of the previous multiplication, modular
reduction and evaluation of the next multiplication are merged as
a whole step, which leads to the simplification of computations
and improvement of parallelism. This method can be applied
to the modular multiplication with simple moduli like NIST
primes, and for general moduli, we can apply this method by
using Montgomery modular multiplication instead.

Index Terms—Modular multiplication, Karatsuba-like multi-
plication, Montgomery modular multiplication

I. INTRODUCTION

Modern public-key cryptosystems are mostly based on the
finite-field arithmetic. [1] [2] [3] The finite-field arithmetic
usually involves various modular additions and modular mul-
tiplications, where modular additions are simple in implemen-
tation and fast in speed while modular multiplications are
much slower and more complex. In this sense, the design and
speed-up of modular multiplications are significant to the im-
plementation of efficient public-key cryptosystems. Basically,
the speed-up of modular multiplications mainly depends on
that of integer multiplications. Integer multiplications can thus
be speed up using multiplication algorithms, like Karatsuba
multiplication, Toom-Cook multiplication, FFT-based multi-
plication, and many others. [4] [5] [6] [7] [8] In applications
of modular multiplications, Karatsuba multiplication is quite
often applied since it is simple for implementation and great in
performance for applications nowadays. Karatsuba-like multi-
plications are developed to split the integers into even smaller
sizes and maintain the approximate complexity of Karatsuba
multiplication. To shorten the steps between integer multipli-
cations, we propose a novel method for modular multiplication
based on Karatsuba-like multiplications.
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II. KARATSUBA-LIKE MULTIPLICATION
A. Karatsuba Multiplication

Karatsuba multiplication is based on the following observa-

tion,
(alx + ao)(bll’ + bg)

=a1b1m2 + (a1b0 + aobl)l‘ + agbg

:a1b1m2 + [(a1 + ao)(b1 + bo) —aib; — aobo].’L‘ + apby,
where the multiplication of two linear polynomials requires 3
multiplications a1b1, agbo, (a1+ag)(b1+bo) rather than 4 mul-
tiplications a1b1, a1bg, agb1, agbg as required when Karatsuba
multiplication is not applied. [4] [8] [9] [10] [11]

Before further discussions, we introduce some useful nota-

tions for the simplification of Karatsuba-like multiplication.

1) Base Word : An integer 3 chosen as a parameter.

2) Power Vector P,,: A power vector of length n is a vector
of consecutive increasing powers of [, for example,
Pl =(1pp p" ")

3) Coefficient Vector A(B): For an integer a = Z?;Ol a; 3!
of n words, its coefficient vector then is AT =
(ag ay v Qp—1 )

4) Evaluation Vector A(B): A vector A of linear combina-
tions of elements in its corresponding coefficient vector
A.

5) Evaluation Matrix E: A matrix of constant entries to
transform coefficient vectors to evaluation vectors when
multiplied by the evaluation matrix E.

6) Interpolation Matrix I: A matrix of constant entries to
transform evaluation vectors to coefficient vectors when
multiplied by the interpolation matrix I.

For Karatsuba multiplication, if we have

a=aiB+ao
b=0b16+ by
Then the corresponding coefficient vectors are
A=(a})

_ (b
().
Moreover, it is obvious that P - A = a, P{ - B = b. The
evaluation matrix is
10
E= (1 1) .
01



Hence

ai

bo
B = bo+b1 |.
by

Afterwards, the point-wise product (®) C of vectors A, Bis

i E-A::(%Tm)
B .

~ A N agbo
C=A®B= ((ao+a1)£bo+bl)) .
a101

The interpolation matrix is

Therefore, the evaluation vector C' is

A aobo
C=1-C= ((ag+a1)(b0+b1)agbga1b1 ) .

aiby

Thus the overall product ¢ can be obtained as
c=Pf.C.

Evaluation and interpolation is usually used in interpolation-
based multiplications like Karatsuba multiplication, Toom-
Cook multiplication and FFT-based multiplication. [4] [5]
[6] [8] [7] However, in this paper, we still refer the steps
as evaluation and interpolation when we are dealing with
Karatsuba-like multiplications.

B. Karatsuba-like Multiplication

Inspired by Karatsuba multiplication, which computes the
product using the substitution a;by + agby = (ag + a1)(bg +
b1) — agbg — a1by, researchers have developed Karatsuba-like
multiplication which does not restrict the word-length to be 2.
[12] [13] [14] [15] [16] In Karatsuba-like multiplications, for
example, n-Term Karatsuba multiplication, it can be computed
in at most M (n) base-word multiplications. A list of M (n) in
[12] can be shown in Table I. We present a 3-Term Karatsuba

TABLE I
NUMBER OF BASE-WORD MULTIPLICATIONS M(n) FOR n-TERM
KARATSUBA MULTIPLICATION IN [12]

1 1 2 3
3 6 4 9
5 13 6 17
7 22 8 27
9 34 10 39

multiplication here as described in [12],
(a0 + a1z + a2x2)(b0 +bix + b2x2)
=apbo(1 — )
tarby (—x + 222 — %)
Fagbo(—a® + 2*)
+(ao + a1)(bo + b1)(z — z°)
+(a1 + az)(by + by)(—z? + 2°)
+(ag + ay + az)(bo + by + by)z”

Hence, we have its evaluation matrix £ can then be derived,
which is,

FE =

—HOFROOR
OO
HHEOROO

, and correspondingly, its interpolation matrix is

1 0 0 0 00O
-1-10 1 00
= 0 2 0 —-1-11
0 -1-10 10
0O 0 1 0 00O

To summarize, the parameters for n-term Karatsuba-like mul-
tiplications are

1) n-dim single-word coefficient vectors A, B

2) M(n) x n evaluation matrix E

3) M (n)-dim single-word evaluation vectors A, B

4) M (n)-dim double-word evaluation vector C'

5) (2n — 1) x M(n) interpolation matrix I

6) (2n — 1)-dim power vector Pa,_1.
In 3-term Karatsuba-like multiplications described above,
n = 3 and M(n) = 6. Correspondingly, 3-term Karatsuba
multiplications have parameters E being 6 x 3, I being 5 X 6.
We further present here another example of 4-term Karat-
suba multiplications as both a representative of Karatsuba-
like multiplications and an example of recursive usage of
Karatsuba-like multiplications, which can be viewed as two
2-term Karatsuba multiplications are recursively applied.

We firstly have a look into the 4-term Karatsuba multiplica-
tion similarly to the 3-term Karatsuba multiplication described
above. For two cubic polynomials, we have

(ao + a1z + apz® + azx®) (b + bix + bax® + byz®)
=apbo(1 — 2z — 2% + 2%)
tarby (—x + 2% + 2% — 2?)
tagby(—x? + 2% 4+ 2t — 25)
tagbg(x® — 2t — 2° + )
+(ag + a1)(bo + b1)(x — 2*)
+(ao + az)(bo + b2)(z* — °)
+(ar + a3)(br + ba)(—2® + a*)
+(ag + a3)(be + b3)(—2® + 2°)
+(ag 4 a1 + ag + a3)(bg + by + b + bz)a®

Hence, the evaluation matrix E is,

1000

0100

0001

E=111001,

1010

0101

0011

1111

and the interpolation matrix I is,

1 00 0 0 0 0 00
“1-10 0 1 0 0 00
-11-10 0 1 0 00
I = 11 1 1 —1-1-1-11
0-11-100 1 00
0 0-1-10 0 0 10
000 0 1 000 00O



Since M (4) = M(2) x M(2), we can applied 2-term Karat-
suba multiplications recursively to obtain another form of 4-
term Karatsuba multiplication. For two cubic polynomials, let
y = 2, then
(ao + arx + agx® + azz®) (b + bix + byx? + bya®)

=((ao + a12) + (a2 + asz)y)((bo + b1z) + (b2 + b3z)y)

:(ao —|— all‘)(bo —|— blz)

+[((ao + az) + (a1 + az)x)((bo + b2) + (b1 + bs)x)

— (ap + a12)(bo + bix) — (az + azz)(by + b3z)]y
+(ag + azx)(by + b3x)y?

1-y \ T aptaiz
= VY . (ap+a2)+(a1+as)z
Yy -y as+tasr
bo+biz
& | (bot+b2)+(brtbs)z
ba+bsx
Hence, the product can be viewed as product of linear polyno-
mials in y, where the product can be derived via three multi-
plications of linear polynomials in x each when the Karatsuba
multiplication is applied. Then for each multiplication of linear
polynomials in z, the product can be further obtained by
applying another Karatsuba multiplication where we take three
multiplications of integers. Thus, the multiplication of two
cubic polynomials can be derived via nine multiplications
of integers. The following formulas present how the nine
multiplications are obtained.

(ap + a1z + azx? + azz®)(bg + by + bax® + bzx®)

T
1—y aptaix
= Y . (ap+az)+(a1+az)x
Yy -y az+tasx

bo+brx
& | (bo+b2)+(bi+bs)x
ba+bsx

1—z \ T apbg
< ST ) '((ﬂ0+al)(bo+b1)>
xr —x albl
T [ (ao+az)(bo+b2)
’ Z?:o ai Z?=o b;
(a14a3)(b1+b3)

1—z \ T azb2
z ) ~((a2+a3)(52+53)>

azbs

(1-y@-z) \ T aobo
(I-y)z (ao+a1)(bo+b1)
(1-y)(z®—=) arby
y(1—x) (ao+az)(bo+b2)
— Yy . 3 a; Z?:U b,

i=0

J (a1+a3z)(b1+b3)
(y*—y)(1—2) azbs
(W2 —y)z (az+a3z)(ba+b3)
(v*—y)(z° —2) asbs
aobo
INT 1 90000 0 0 0 (a°+a1)éb°+bl)
z 11 -1000 0 0 0 @101
z? 10 1 100 -10 0 (ag+az)(bo+b2)
= ;cz 1 -1 1 —-11-11 -1 1 S @i >y o b;
RSN PN pcses
6 000 000 0 0 1 azbz
z (az+a3)(ba+bs)
a3b3

where the last step is obtained by substituting i with 2 in the
expressions. Therefore, we have obtained another valid I and

corresponding E' for 4-term Karatsuba multiplications, which
are

1.0 0000 0 0 0
-11 -1000 0 0 0
-10 1 100 —-10 0

I = 1 -11 -11-11 -1 1
0 0-1001 1 0 —1
00 0 000 —1 1 —1
00 0 000 O 0 1

1000
1100
1010
EF=1]11111
0101
0010
0011
0001

As we can see, I’s derived from two different methods men-
tioned above are identical in the sense of column interchanges.
Correspondingly, the E’s are identical in the sense of row
interchanges. To summarize, for n = ny - - - ng, one has

k
MW:HMW)

Then, the parameters of n-term Karatsuba multiplications
can be derived from the k-level recursive applications of
Karatsuba-like multiplications similarly to 4-term Karatsuba
multiplications.

We perform an example and it would go through the whole
paper in the following discussions. We take

B =102 a = 12345678 b = 21436587 (1)
Then

A=

(7856 3412)7
B =

(s7654321)"
A=F A=

(78 56 34 12 134 112 68 46 180 )
B=E-B=

T
(187 65 43 21 152 130 86 64 216 )

C=(F-A)®(FE-B)=
(6786 3640 1462 252 20368 14560 5848 2944 38880 )T
C=I-(E-A)®(E-B))=
(6786 9942 9952 7300 3418 1230 252 )T
c=Pl-(I-(E-A)®(E-B))) =
264649200520986
c=a-b=12345678 x 21436587
264649200520986
As can be seen from the above example, we can compute the
product of two integers with 9 integer multiplication operations
and other computations which are related to the multiplication
by evaluation matrices whose every entry is either 0 or 1.
Also, in this example, we let the base word be 102 rather than

a power of 2 in order to have a more clear look at the process
in the form of decimal digits.



ITI. MODULAR MULTIPLICATION WITH
INTERPOLATION-BASED MULTIPLICATION

A. Modular Multiplication for Special Moduli

In cryptography, it is quite often that the modulus is chosen
to be in a special form, for example, the NIST primes [17].
We choose the Curve P-521 as an example of such moduli. In
Curve P-521, the modulus p is set to be 252! — 1. Then every
product s of two integers less than p is less than p? and can
be written

s = 512" + 50, (2)
where 0 < sg, 51 < 2521. Then

s mod p=(sg+s1) mod p. 3)

We are going to show in the next section how the modular
reduction can be embedded in the steps of interpolation-based
multiplication in order to reduce the intermediate computa-
tions.

B. Montgomery Modular Multiplication

We present here the Montgomery modular multiplication
with no deeper discussions of it, where the modulus is N, R
and N’ are selected parameters. [18]

Data: N, R, N’

R > 4N

gcd(R,N) =1

NN’ ' =-1 mod R
Input: 0 < z,y < 2N
Output: z = zyR~! mod N

0<z<2N
T=xzxy
s= (T mod R) x N’
t=(s mod R) x N
z=(t+T)/R
Algorithm 1: Montgomery Modular Multiplication

Algorithm 1 precomputes N’ with the parameter R chosen
with respect to V. Usually R is set to be a power of 2 in order
to simplify the operations mod R and /R in Algorithm 1.

IV. OUR PROPOSAL

In cryptography, the result of modular multiplication is often
the input of modular multiplication in the next round. Thus,
we illustrate our example of

(12345678 % 21436587 mod 108—1)x 13572468 mod 1081,

here using similar modulus as Curve P-521, that is p = 108 —1
due to the fact that 12345678, 21436587, 13572468 are both of
8 decimal digits. In the first round of modular multiplication,
as we have obtained the product 264649200520986, then

Afterwards, we perform 3167478 x 13572468 mod 10% — 1.
Similarly to the example we have performed before, let a =
12345678, b = 21436587, s = 3167478, ¢t = 13572468. Then

S =

(r87a163)7

T =

(682457 13)"

S=E-S=

(7874163 152 94 77 19 171 )"
T=E-T=

T
(68 24 57 13 92 125 37 70 162 )

U=(E-S)®((E-T)=

(5304 1776 912 39 13984 11750 2849 1330 27702 )"
U=I1-(E-S)®E-T)) =

(5304 6904 7310 5820 1946 379 39 )
w="P(I-(B-S)® (E-T)) =
42990493795704
u=s-t=3167478 x 13572468 =
42990493795704
v=u mod p=42990493795704 =

(429904 + 93795704) = 94225608 mod 10° — 1

We summarize the data flow as follows

a(b) = AB) B AB) &
S

C
I pPr mod E 4
SC5c mPs 5858

mod p

AT PT
BUHUSw 25

As can be directly seen from the above flow that the steps
T

. T I P,
between two integer multiplication (@) steps are — C =

d E 4 .
NP s 583 S, totalling 5 steps. Moreover, the data

changes from vectors to integers, and then integers to vectors.
To have a clear impression of the changes, we list the vectors
and integers as below in Table II.

TABLE 11
DATA FLOW BETWEEN INTEGER MULTIPLICATION OPERATIONS

Operation | Data Description
g c 9-dim vector with double-word entries
N C 7-dim vector with double-word entries
If c integer of 8 words
rﬂ P s integer of 4 words
— S 4-dim vector with single-word entries
L S 9-dim vector with single-word entries

Note: The double-word integers are no more than 32 multiplied by a small
constant. The single-word integers are no more than 8 multiplied by a small

264649200520986 = (00520986+-2646492) = 3167478 mod 10°—Iconstant.

(C))



A. Reducing The Steps Between Integer Multiplication Oper-
ations for 4-Term Karatsuba

We present our method here directly, and show the example
of such method afterwards. For the double-word vector C‘,
let C'L denote the vector of lower single words of C’, and
Cy denote the vector of higher single words of C, where the
following formula holds,

OZOL+OH5. (®)]

Then one can divide C' into two vectors of single-word entries.
Moreover, let M, denote the matrix representing the operation
mod p for Cf,, where the way to obtain the matrix M}, from
the modulus p are to be discussed in the examples. Similarly,
let My denote the matrix representing the operation mod p
for C'yy. Furthermore, M, My are matrices of size 4 x 7.
The single-word vector E - S can then be computed as

S'=(E-Mp-1)Cp+ (E-My-1)Ch. (6)

Also, if we denote L = F - My, -1 and H = E - My - I, then
the above formula can even be simpler

S=E-S8=L-C.+H Cg (7)

Therefore, the data flow between integer multiplication oper-
ations now becomes
C — OL(CH) Lj}i 5",

where the step from C' to Cp(Cy) is just splitting words.
Obviously, our method would reduce the 5 steps containing
summation, modular reduction, integer splitting and vectors
multiplied by matrices to the single step containing only
vectors multiplied by matrices. Besides, the propagation in
summation and modular reduction are serial operations, while
our method provides a way of parallel computing since
L, H, C L, Cy contains no data-dependency.

The most essential parts are to describe the operation
mod p as the matrices My, My and splitting the double-word
vector C' into single-word vectors C L, Cy. Before the proof
and formalization of our method, we show an example con-
taining such My, My and how to compute S’ from CL, CH

B. An Example of Our Method
Considering 3 = 102
Pr=(1pppptpp°)
and
G = (90 91 92 93 94 95 ge)T,

then we have
PG =go+g18+ 9287 + g3B” + guB* + g58” + g65°.
Since p = 108 — 1 = 3% — 1, then
T .G mod p
=(g0 + g4) + (g1 +

10
=(1ﬂﬂ2ﬂ3)~<85
00

Hence, the matrix M, is

1000100
= (BEERRED). ®
0001000
Similarly,
B~P7T~G mod p

=g3 + (90 + 94)B + (91 + 95) 8% + (92 + g6) 8°

(
00010
=(155263)-<59886 G
00100

MH:< ) €))

Naturally, we apply L = EMpI and H = EMyl, then

(=l ele]
—OoOOO

oo—O
o—OO
—OOO
(=]t
QOoO=O
(=l ele]
[ e=]elw]

1 -11-10 0 1 00
-1-1-1-11 0 0 10
-11-11 01 0 00
1 1 1 1 —1-1-1-11
L=]0-20-21 01 10 (10)
00 00 0 1 1 00
0 0 0 0 0 —1—-101
0 2 0 2 —-10 —1-11
000 00O GO0 O0°1
11 1 1 —1-1-1-11
1 -11-100 1 00
—1-1-1-11 0 0 10
-11-11 0 1 0 00
H=1] 2 0 2 0 -1-10 —-11 an
0 00 0 0 —-1-101
00 00 0 1 1 00
—20-20 1 1 0 10
000 00 OGO O0°1

For C in the case of 12345678 x 21436587 x 13572468
mod 10%® — 1, we rewrite it as

C =
T
(6786 3640 1462 252 20368 14560 5848 2944 38880)

T
= (186 40 62 52 68 60 48 44 80 )

T
+ (6736 14 2 203 145 58 29 388 )~ x 100.

Then we have

S'ZL'CL-FH'CH

— (176 —27 117 202 149 293 175 319 468 )"
(%

- ( 03 )

=E-5

Thus, the corresponding s’ for S is

176
s = (11 100 10000 1000000 ) - (117> = 203167476
202
= 3167478 + 2 x (10° — 1)

=s+2p=s mod p.

All of the above discussion§ have Ashown that, other than the
difference of a multiple of p, .S and S, represent the evaluation



vectors of the same value s. We continue the computation with
S’ rather than S,

S'=E-S =
(176 —27 117 202 149 293 175 319 468 )"
T=E-T=

(68 24 57 13 92 125 37 70 162 )
U=(FE-S®(E-T)=

(11968 —648 6669 2626 13708 36625 6475 22330 75816 )
U'=I-(E-8®(E-T))=

(11968 2388 17340 17293 11166 13035 2626 )
W =PT(I-(B-S)®(B-T)) =
2757484066650768
v = mod p = 2757484066650768 =

(27574840 + 66650768) = 94225608 mod 10° — 1

That is exactly what we have computed as the result of
12345678 x 21436587 x 13572468 mod 10% — 1. Therefore,
in the sense of modular p, S and S are equivalent and they
act identically in computations modular p.

To summarize, our method provides a one-step operation
from the output of integer multiplication of the first round to
the input of integer multiplication of the second round, which
is much shorter and provides more parallelism compared to
the original method.

C. Proof of Correctness

So far we have shown all we need for proof of correct-
ness. We define formally the matrices My, My for n-term
Karatsuba multiplications with respect to modulus p here as
n X (2n — 1) matrices satisfying

Pl G=Pl' My,-G modp
BPL - -G=Pr' My-G modp

Then

mod p

=pPL -1-C modp

=Pl _-1-(Cp+BCy) modp
:Pg;z—l'I'OL+ﬁP2T,L_1-I-C’H mod p
=P (My-I-CL+My-I-Cy) modp

S==cC

Hence, in the sense of modulo p,
S'=Mp-1-Cp+My-1-Cy
is equivalent to S. Then
S =E.-(Mp-1-Co+My-1-Cq)=L-C,+H-Cy

is equivalent to S in the sense of modulo p, which completes
the proof.

D. Generation of Matrices My, My Corresponding to NIST
Primes

We discuss here the generation of matrices My, My for
NIST primes due to their great applications in cryptography.
Rather than directly apply the method above, we would
introduce several techniques that would help deal with more
common moduli.

First of all, we show how to generate corresponding matri-
ces for the Curve P-521 as described in the above discussions
and examples. In the example applying 4-Term Karatsuba, we
chose p = B* — 1. However, in P-521, p = 8* — 1 means
44 = 2521 which further leads to 8 = /2. Obviously,
when constructing the coefficient vector A, finding a; from a,

521 521 521
a=ao+a (V2 ) +a (V2 ) +as(V2 )%

We have not found an efficient way to deal with such irrational
bases. Note that we can just apply 2-Term Karatsuba, namely,
the original Karatsuba to fit the modulus and let 8 = 2521 put
this method would limit the application of our proposal since
there are implementations requiring smaller word length of
multipliers. Instead, we provide another solution which applies
4-Term Karatsuba to P-521. We shift our modulus p = 252! —1
to p’ = 8p = 2524 —8 and the base can be chosen as 3 = 231
Under this circumstance, we have

axb modp=(axb modp) modp,

which is ensured by the Chinese Remainder Theorem. There-
fore, the modular arithmetic can be operated modular p’ and
applies another reduction modular p. Considering p’ = 3*—8,
the matrix My, (M) of 4-Term Karatsuba for p’ can then be
deduced as follows,

PT.G modyp
6
=> 9" mod 5 -8
1=0
=(go + 894) + (g1 + 895)B + (g2 + 896) B> + g33°

1 -88 -8 0 0 8 00
-1-1-8 -8 1 0 0 80
-11-18 0 1 0 00
1 1 1 1 —-1-1-1-11

L = 0 -9 0 —-161 0 8 80
0 -77 0 0 1 8 00
0 0 —-7-70—-1-171
02 0 9 —10 —-1-11
0 -70 -7 0 0 7 71

Hence, whether or not the bit-length of the modulus is divisible
by the number of terms used in Karatsuba multiplication, we
can always perform the proposed method properly via a binary
shift. If we want to perform 6-Term Karatsuba multiplication
for P-521, then we can choose 8 = [521] = 87 and p/ =
2p =2522 -2 =62

For P-192, p = 2192 — 264 _ 1 = 83 — 3 — 1 for
B = 264, Therefore, when 3-term Karatsuba multiplication is



applied, M, M can also be quickly obtained via the method
presented as examples,

PI'.G modp
=(go +93) + (91 + g3+ g4) B+ (g2 + g4)3*
10010
=G (§Hh41) ¢
B-PI G modp

=(g2+ g4) + (90 + 92 + g3 + 92) B + (g1 + g3 + 94)8°

where M, My are uniquely determined when P” and p are
chosen.

For P-224, p = 2224 _ 2% 1 1 = 37 — 33 41 for § = 232,
Hence, 7-term Karatsuba multiplication can be applied.

For P-256, p = 2256 2224 4 9192, 996 _ 1 — 38 _ 374 361
B33 —1 for 8 = 232, we apply 8-term Karatsuba multiplications.

For P-384, p = 238 _ 2128 _ 996 4 932 1 — pgl12 _
B4 — 3+ B —1 for f = 232, we apply 12-term Karatsuba
multiplications.

For general moduli, we can compute the modular multi-
plication via Montgomery modular multiplication since the
modular multiplication can be computed using multiplications,
additions and truncations, where truncations are binary shifts
when R is a power of 2. Consider a Montgomery modular
multiplication based on n-term Karatsuba multiplications, we
have R = 3", then the operation mod R can be viewed as
the following formula using similar methods mentioned above
discussing My, M.

PL -G mod R
2n—2

=> gi# mod p"
=0
n—1

= Z 98
i=0

10000--0
010000
—(igep) ... )@

0--010--0
Then the matrices My, My, L, H for modulus R = p"
can then be derived. Also, for the operation /R, since the
division by R is exact, then, only the higher n terms of G
are considered, and similarly, My, My, L, H can similarly be
computed.

It can be directly deduced from the case of Montgomery
modular multiplication that Barrett modular multiplication
can also benefit from this method due to similar operations
required in both modular multiplications. [19]

E. Complexity Analysis of Our Proposal

We analyze the complexity of both original method and
our proposal when conducting Karatsuba-like multiplications
in this section. First of all, we present the distinct steps,
and the number of unit multiplications required by a n-term

Original ¢ 5 C %

Karatsuba multiplication is denoted by M (n) in the following
discussions:

P21;¢—1 mod p

%
Ours C—CL(Ch) LD g
Since the density of the matrices I, F, L, H depends highly
on choices of parameters and implementations, we are going
to discuss the operations in the critical paths with maximal
parallelism of both methods rather than the overall computa-
tion consumption. Both methods start from M (n)-dim vector
C' of double-word integers and end with M (n)-dim vector S
or S of signle-word integers. Assume that a m-word integer
addition takes ADD(m) of time.
In original n-term Karatsuba multiplications,

s—>S£>5’

« multiplying the (2n — 1) x M(n) matrix I, takes up to
M(n)ADD(2). Obtain C;

o multiplying the (2n — 1)-dim vector P, _;, takes up to
(2n — 1)ADD(1). Obtain c;

« modulo p, takes up to 0. Obtain s;

« splitting into the n-dim vector S, takes up to 0. Obtain
S5

o multiplying the M(n) X n matrix FE, takes up to
nADD(1). Obtain S.

Hence the length of the critical path for original n-term Karat-
suba multiplications is M (n)ADD(2) + (3n — 1)ADD(1).
In our proposal,
« splitting into two n-dim vectors Cr,Ch, takes up to 0.
Obtain C’L, Cu;
o multiplying the M (n) x M(n) matrix L, H, takes up to
M(n)ADD(1). Obtain LCL, HCy;
o summing up LCy, HCy, takes up to ADD(1). Obtain
S’
Hence the length of the critical path for our proposal is
(M(n)+1)ADD(1).
As n grows, the ratio of improvement approaches to
(M(n)+1)ADD(1) ADD(1)

i L M) ADD@) + (3n — )ADD() _ \~ ADD(2)

since M (n) grows at lest subquadratically for known results
of Karatsuba-like multiplications. If ADD(2) = 2ADD(1)
as in most implementations, the ratio becomes 50%. For
ADD(2) = 2ADD(1), we list the ratios for M (n) in [12]
in Table III, where ADD(2) is denoted by o and ADD(1) is
denoted by 7. As can be seen from the table, our method has
outperformed the original method with significant improve-
ment (approaching 50%). Moreover, for small n, which are
mostly used in impelementations, the improvement becomes
even greater.

V. FUTURE RESEARCH
A. Applications in Interpolation-based Multiplications

General interpolation-based multiplications compute the
product of two polynomials with the following form,

C=1I-(E-A)®(E-B))



TABLE III
RATIO OF CRITICAL PATHS

Sign-detection would be further researched for hardware
implementations, since the truncations of binary integers in
the form of 2’s-complement are much difficult in hardware..

VI. CONCLUSION

In this paper, we presented a novel method of modular
multiplication based on Karatsuba-like multiplications. This
method is useful for both special moduli like NIST primes and
general moduli based on Montgomery modular multiplication.
Using our method, the intermediate steps between the integer
multiplications necessary would be simplified as a single

n M(n) Tom’g Tours 1- ’1'1:;,;;9 ‘a/'y:Z
1 1 o+ 2y 2y 50.0%
2 3 3o+ by 4y 63.6%
3 6 6 + 8y 7y 65.0%
4 9 9o + 11y 10y 65.5%
5 13 13c + 14y 14~ 65.0%
6 17 170 + 17y 18y 64.7%
7 22 22a + 20y 23y 64.0%
8 27 27a + 23 28~ 63.6%
9 34 34a + 26y 357 62.8%
10 39 39a + 29 40y 62.6%

, where A, B, C are coefficient vectors for multiplicand poly-
nomials and the product polynomial. As we can summarize
from the overall paper, once the multiplication holds with some
parameters I, E/, then, one can always obtain

L=F-M,-I H=FE-Mygx-I

Thus, once the product C = A@B is obtained, the evaluation
vector for ¢ mod p is computed simply via

L~dL+H'dH

In the future research of this topic, we are going to optimize
I, E for interpolation-based multiplications like Toom-Cook
multiplication, FFT-based multiplication and many other mul-
tiplications. [5] [8] [6]

B. Karatsuba-class Arithmetic

In the above discussions, we maintain the evaluation vectors,
or Karatsbua-class defined here, for polynomials during mod-
ular multiplications. Furthermore, in public-key cryptography,
modular additions and modular subtractions are frequently
applied. The future research would develop Karatsuba-class
arithmetic to perform all possible modular arithmetic opera-
tions without converting Karatsuba-class to normal integers or
polynomials.

C. Bootstrapping and Sign-detection

As can be seen from the examples described above, entries
of C are often larger than a multiple 2. For example, in
consecutive modular squaring, if there is an entry of C larger
than k32, than the largest entry of the evaluation vector for ¢
mod p using our method would be greater than k3. Hence, for
the next round, the largest entry of the evaluation vector for c2
mod p is larger than k?3. The entries would grow extremely
fast during iterative modular multiplications. The method can
be further extended to use three matrices L, M, H, such that

C=Cp+CuB+Cyp?
, Where OL,C}V[ are both single-word vectors, and dH is a
vector of small integers with respect to [, then
L-C,+M-Cy+H-Cy

would be a single-word integer no larger than a constant
multiple during iterative modular multiplications.

simple step.
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